NHO®OPMALIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA O®PUIINAJBHBIX UHTEPHET-PECYPCAX

C KaXJbIM rOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIBLIE, a IIKOJIBHUKU OJHU U3
CaMbIX AaKTUBHBIX IOJlb30Barenel Pynera. Mexay TeM, IOMHUMO OIPOMHOIO KOJWYECTBA
BO3MOXHOCTEH, MHTEPHET HECeT U MpoOyieMbl. DTa MaMsATKa JOJDKHA ITOMOYb Tebe Oe30macHo
HaXOJUTHCSI B CETH.

KomMmbroTepHbie BUPYCHI

KoMIibroTepHslii BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX IIPOTrpamMM, OTJINYUTEIbHOM
0COOEHHOCTBIO KOTOPOH SIBIISI€TCSI CIIOCOOHOCTh K pa3MHOXKEHHI0. B ponoiHeHune K 3TOMY,
BUPYCHI MOT'YT MTOBPEAUTDH WM TIOJTHOCTBIO YHUUYTOXXUTH BCe (DaisIbl U TaHHBIE, TOAKOHTPOJILHBIC
I0JIb30BATENI0, OT UMEHH KOTOPOTo ObUIa 3allyllieHa 3apa)KeHHas IporpaMma, a TaKkKe MOBPEAUTh
WIN J1a)Ke YHUYTOXXUTH ONEPAIMOHHYIO CHCTEMY CO BceMH (ailiiamu B 11esioM. B OonbIIMHCTBE
CJIy4aeB pacIpOCTPAHSAIOTCS BUPYCHI U€PE3 UHTEPHET.

MeTo/1b1 3a1IUTEl OT BPEJOHOCHBIX IPOTrpamMM:

1. Mcnonb3yil COBPEMEHHBIE ONEPALlMOHHBIE CUCTEMBI, UMEIOIIHAE CEPbE3HBIM YPOBEHb
3alllUThl OT BPEJOHOCHBIX POTpamm;

2. TlocrosiHHO ycTaHaBiuBail nauTd (UM(POBBIE 3amjaTKH, KOTOpPbIE ABTOMATHUYECKU
YCTaHABJIMBAIOTCS C IEIBIO IOPAOOTKH MTPOrpaMMBbl) U Jpyrue OOHOBIICHHS CBOCH OIIEPallMOHHOM
cuctembl. CkaunBail X TOJIbKO ¢ odunuampHoro caira paspadborunka OC. Ecnu cymectByet
PEKUM aBTOMATUYECKOTO OOHOBJICHHS, BKIIFOUH €T0;

3. PabGotaii Ha cCBOeM KOMIbIOTEpE M0/ MIPaBaMU IOJIb30BATENs, @ HE aMUHHUCTPATOPA.
OTO HE IMO03BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTrpaMM HHCTAJNIUPOBAaThCS Ha TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE NPOTrPaMMHbIE MPOIYKTbI U3BECTHBIX IPOU3BOJIUTEINIEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanndp pU3HYECKHUA JOCTYN K KOMITBIOTEPY IS TOCTOPOHHUX JIMIL;

6. Mcnonp3yiil BHEIIHUE HOCUTENN HH(pOPMALMK, TaKue Kak (ielka, TUcK uin ¢aitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpHBIE (hAIIIbI, TOTyUYEHHBIE U3 HEHA/IeKHBIX HCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOPbIE MPUCIIAT TBOW 3HAKOMBIN. JIyullle yTouHM y HEro, OTIPaBJIsI JIU OH TeOe uX.

Cetn WI-FI

Wi-Fi - 5T0 He BHJ Mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETo JIUIIbL OpeH 1, Mapka. Eie
B 1991 rony Hunepnanjackas kommanus 3apeructpupoBaia Openn "WECA", uro o6o3Hauano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBoiHast TOYHOCTH .

Jlo Hamiero BpeMeHM Jolia jApyras abOpeBuaTypa, KOTOpas SBISETCS TakoW ke
TexHojorueil. 3to adbopesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO 1TaHO C HAMEKOM Ha CTaHAApT
BhIclIel 3BykoBoi TexHUKH Hi-Fi, uTo B mepeBojie 03HavyaeT "BbICOKasi TOYHOCTH'.

Jla, GecriiaTHBIM MHTEPHET-AOCTYI B Kade, OTensiX U a’ponoprax SBISETCS OTIMYHOM
BO3MOYKHOCTBIO BbIX0/1a B MHTepHET. HO MHOTHE 3KCIIepThI CUMTAOT, 4TO 00m1Ief0cTymHbIe Wi-Fi
CETH HE SBIISIOTCSA O€30MacCHBIMHU.

CoBetbl 110 6€30MaCHOCTH PabOTHI B 001IeA0CTYMHBIX ceTsx Wi-fi:

1. He nepenaBaii cBoio JIMyHyr0 HHpopMmanuio uepe3 oOmenoctynubie Wi-Fi cetu.
Paboras B HuX, )KenaTe’abHO HE BBOAUTH MAPOJH JOCTYIA, JOTMHBI U KaKHe-TO HOMEpa;

2. Vcnionb3yit 1 OOHOBIISIT aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. Tem cambIM Thbl
o0e3omacuiib ceds 0T 3aKaYKU BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonwszoBanuum Wi-Fi otkmoun ¢ynkuuio "OOmuit noctyn Kk aiimam u
npuntepam". JlaHHas (yHKIMS 3aKpbITa 10 YMOJYaHHUIO, OJHAKO HEKOTOPHIE I0JIb30BaTENN
aKTUBUPYIOT €€ JJisl y100CTBa UCIOJIb30BaHUS B paboTe uiu ydyeoe;

4. He ucnons3yit myOnauunsiid WI-FI m1s mepepaun JTUYHBIX JaHHBIX, Hampumep Uis
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MIOUTY;



5. HUcnone3yit Tonpko 3amuiieHHoe coenuHenue uepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOuibHOM Tenedone otkimoun Gpynkmuro "Iloaxmouenne k Wi-Fi aBTomatnuecku".
He nomyckait aBToMaTH4eCcKOro MOKIIOYCHHS yeTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacus.

CouuanbHble CeTH

ConuasibHble CeTH aKTUBHO BXOJAT B HAIIly JKU3Hb, MHOTHE JIIOAU Pa0OTAIOT U KHUBYT TamM
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MMUIUIMAP] YEJIOBEK, YTO SIBJSIETCS OJHOU
CelIbMOM BCEX KHUTeNeH IIaHeThl. MHOTHe MOJb30BaTEed HE MOHUMAIOT, YTO HHopMaius,
pasMeIeHHas UMH B COIIMAIBHBIX CETSAX, MOXKET ObITh HalJIeHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJIEe HE 0053aTeIbHO ¢ OJJarMMHU HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COMMAIBHBIX CETSX:

1. Orpanudb CHUCOK Apy3ed. Y TeOs B APY3bsSX HE JIOJDKHO OBITH CIy4YaWHBIX H
HE3HAKOMBIX JIFOJICH;

2. 3amuian cBOr 4YaCTHYIO *HU3Hb. He ykasbiBaii maposiu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIECHUS W JPYTYIO JTUYHYIO HH(GOpMAIHIO. 3JI0yMBIIUICHHUKA MOTYT HCIOJb30BaTh JIAXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amuinai CBOK PEIryTaIuIo - JICPKH €€ B YHCTOTE U 3a/1aBail cebe BOMmpocC: XoTen Obl
ThI, YTOOBI JAPYTUE MOIH30BATENN BUAEIH, YTO Thl 3arpyxaems? [logymaii, mpexae 4em 4To-To
OITyOJIMKOBATh, HAMMCATh U 3aIPy3UTh;

4. Ecnu Thl TOBOPHILB C JTIOABMH, KOTOPBIX HE 3HAEIIIb, HE HCIOIb3YH CBOE peaabHOE UMS
U JIPYTYIO JINYHYIO HH()OPMAITUK: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUee;

5. U36eraii pasmenenus Gpororpaduii B IntepHere, rae Tl H300pa’keH HA MECTHOCTH, 110
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOIIOJIOKEHNUE;

6. [Ipu peructpanuu B COLMATBHON CETH HEOOXOIMMO HCIIOJIB30BATh CIOXKHBIE MApOJIH,
cocrosme U3 OyKB ¥ (P U C KOJIUIECTBOM 3HAKOB HE MEHEE §;

7. Qnst couuanbHON CETH, MOYTHl U JIPYTUX CATOB HEOOXOIUMO HCIOIb30BaTh Pa3HbIC
naponu. Torga eciau Te€0s B3JIOMAOT, TO 3JIOYMBIIIJIEHHUKHU MOJIy4YaT JOCTYH TOJIBKO K OJHOMY
MECTY, a He BO BCE cpa3y.

DNEeKTPOHHBIE IEHBIU

DJNEeKTPOHHBIE JIEHBI'M - 3TO OYEHb YMOOHBIH CHOCOO IUIaTEeXEeH, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

ONEKTPOHHBIE JEHBIU MOSBUIMCH COBCEM HENABHO M MMEHHO H3-3a 3TOI0 BO MHOIMX
rocy/apcTBax /10 CUX IOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIMOHUPYIOT M O HUX YK€ IPOMMCAHO B 3aKOHE, TJIE€ UX Pa3JelsioT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHHMMHBIE. Pa3HuIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercss MpOBOAUTH oOmepauuu 0e3 HAeHTH(PHUKAUK [OJb30BaTesl, a B
HEaHOHHWMHBIX UACHTU(UKALINS TT0JIb30BATENS SBISETCS 00s13aTEIbHOM.

Taxke cienyer pa3nnyarh 3J€KTPOHHBIE (UAaTHBIE JEHbIH (paBHBI rOCYJAapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbBI TOCYJapCTBEHHBIM BaJIIOTaM).

OcHOBHbBIE COBETHI 0 0€30MacHOI paboTe ¢ IEKTPOHHBIMU JIEHbIraMHU:

1. ITpuBskM K cyeTy MOOWIBHBIN TenepoH. DTo camblii yIOOHBIM U OBICTPBIN criocod
BOCCTAHOBUTh JOCTYN K cuery. [IpuBsizanHbIii TenedoH mnomoxkeT, eciu 3alynemb CBOH
MJIATEKHBIN MMapOJIb WU 3aieNIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yit ogqHopa3oBblie nmapoiu. [locie nepexosa Ha yCHIIEHHYIO aBTOpU3aLUIo TeOe
yKe He OyeT yrpoKaTh OMAaCHOCTh KPa)Xu WJIM IiepexBaTa IJIaTeKHOI0 apois;

3. Boibepu crosxHbli maposb. [IpectynHukaM OyieT He IPOCTO yraaTh CIOXKHBIN Mapob.
HanexxHble maposu - 3T0 maposiv, KOTOpPbIE COepKAaT HE MeHee 8 3HAKOB U BKIIIOUAIOT B ce0s
CTPOYHBIE U MPONUCHBIE OYKBBI, U PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK JIoju1apa, pyHTa,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILIb.

DNeKTpOHHAs MoYTa



DNEeKTpOHHAs TIOYUTa - 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €10 YCIYTH IO MEePEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOILIEHUI, KOTOpbIE paCHpeNeNaioTCsl B KOMIBIOTEPHOH CETH.
OO6b1uHO 3JEKTPOHHBIN MOYTOBBIN SIIAK BBITJISIIAT CJIeIYIOLIUM obpa3om:
UMs_TIOJIb30BaTeNIA(@uUMs_JToMeHa. Takke KpoMme Tepeladyd MpPOCTOro TEKCTa, HMeeTCs
BO3MOXKHOCTbH TIepeaBaTh (Pailiibl.

OcHOBHBIE COBETHI IO 0€30MacHON padoTe ¢ AICKTPOHHOU MTOYTOM:

1. Hamo BbIOpaTh MpaBHIBHBIA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OIPOMHBINA BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUIlle TOBEPATh TE€M, KOTO 3HACUIb M KTO NEPBbIN B
pEUTHHrE;

2. He yka3wiBaii B JIMUHOM TouTe JMYHYK HHpopmaruioo. Hampumep, nmydire BeIOpaTh
"My3bIKanbHbIH _(aHaT@" umu "pokx2013" Bmecto "Temal3";

3. Mcnionb3yil IBYXATalHYO aBTOPU3ALUIO. DTO KOTJ1a IOMUMO IapoJisi HY>KHO BBOJIUTH
KO/, IpUChLIaeMbIil 1o SMS;

4. BpiOepu CIIOXKHBIA Taponb. JJIS KaXI0ro IMOYTOBOTO SIIHUKA JOJDKEH OBITh CBOM
HAJCKHbIM, YCTOWYUBBIN K B3JIOMY 1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HAIlMCaTh CAMOMY CBOW JIMYHBIA BOIIPOC, MCHOJIB3YH 3TY
BO3MOKHOCTb;

6. Mcnonb3ylh HECKOJIBKO TOYTOBBIX SIIMKOB. lIepBBIii a1 4acTHOM NEPEnuCKU C
azpecatamMu, KOTOPBIM ThI JIOBEpsCIIb. DTO 3JEKTPOHHBIM aJpec HE HAJ0 HCIOJb30BaTh MPHU
peructpanuu Ha popymax U caTax;

7. He oTkpbIBait haiiyibl U IpyTrHe BIOKEHUS B TUChMAaX, Ia)Ke €CITH OHH MIPHIIUTH OT TBOUX
npy3ei. Jlydiie yrouHu y HUX, OTHPABISUIH JTU OHU TeOe 3T (aiiisbr;

8. [Tocne okoHuaHust pabOTHI HA MOYTOBOM CEPBHCE MEPE]T 3aKPHITUEM BKJIAJKU C CAUTOM
He 3a0y/p HakaTh Ha "BoriiT".

KubepOyImiHT Wi BUPTYaTbHOE U3/1eBATEIHCTBO

KubepOymiauHr - mpecieioBaHUE COOOIIEHUSIMU, COAEPIKALUMU OCKOPOJICHHUS, arpecCuIo,
3alyTUBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI IO O0pBOE ¢ KHOEPOYILITHHTOM:

1. He 6pocaiics B 6oii. JIyuruii cnoco6: mocoBeToBaThCs Kak ceOst BECTH U, €CJIM HET TOTO,
K KOMY MOXXHO OOpaTHThCS, TO BHayaje YCIOKOUTbCS. Eciu Tl HayHeNb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO eIrle OOJbIIe pa30XiKelh KOH(IUKT;

2. YnpaBiisiid cBoeH KubepperyTanuei;

3. AHOHUMHOCTh B ceTu MHHMas. CyIIECTBYIOT CHOCOOBI BBISICHUTH, KTO CTOHT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJAUTaHCKHUI 00pa3 BUPTyanbHOU ku3HU. IHTEepHET (hUKCHpYyeT Bce
TBOU JICHCTBUS U COXPAHSET UX. Y TAJIUTh UX OYAET KpailHe 3aTPyIHUTEIILHO;

5. Cobmnroniait CBOIO BUPTYaIbHYIO Y€CTh CMOJIOY;

6. Urnopupyii ennHn4HbIi HeraTuB. OJHOPa30Bble OCKOPOUTENbHbBIE COOOIIEHNUS JIydlle
UrHOpHpOoBaTh. OOBIUHO arpeccus MpeKkpamiaeTcs Ha Ha4aabHOW CTaINH,

7. ban arpeccopa. B nporpammax oOMeHa MrHOBEHHBIMHU COOOIICHHUSIMH, B COITMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIICHUN C ONPEIETICHHBIX aJIPECOB;

8. Ecaum Tel cBuzaerens kuOepOymauHra. TBoum [eHCTBUSA: BBICTYNHTH MPOTHB
npecienoBaTeis, MoKa3aTb €My, YTO €ro JCMCTBUS OLEHHWBAIOTCS HEraTHMBHO, IMOJAEP’KATh
KEPTBY, KOTOPOU HY>KHA TICUXOJIOTUUYECKAsI TOMOIIb, COOOIIUTH B3POCIBIM O (paKTe arpeCCUBHOTO
MOBEJICHUS B CETH.

MoobwibHBIN TenehoH

CoBpemeHHbIe cMapT(HOHBI U TIIAHIIETHI COJIEPKAT B ce0e BIIOTHE B3POCIbIN (YHKIIMOHA,
W Telepb OHM MOTYT KOHKYPHUPOBATh CO CTAallMOHAPHBIMHU KoMmmbioTepamu. OJHAKO, CPEICTB
3aIIUTHI AJIs TOJJOOHBIX YCTPOMCTB MMOKa OYeHb Majio. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HUX
MIPOUCXOAUT HE TaK HHTEHCUBHO, Kak 1y1s1 [ 1K, TO jxe camoe kacaeTcst 1 MOOMIIBHBIX MPUII0KEHUMN.



CoBpemeHHbIE MOOMIIbHBIE Opay3epbl YK€ MPAaKTUYECKH JOTHAJIN HACTOJIbHbIE aHAJIOTH,
OJIHAKO pacHMpeHne (yHKIMOHAJIA BJIEUYET 3a COO0OM OOJIBIIYIO CIIOKHOCTH M MEHBIITYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOM3BOJIUTENH BBIIYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHbIE COBETHI /17151 0€30I1aCHOCTH MOOMIIBHOTO TeJe(oHa:

Hudgero He siBnsieTcsl mo-HacTosmeMy OecriaTHBIM. Byabs 0cTOpokeH, Belb Koraa Tede
IpeUIaratoT OeCIUIaTHbI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKME-TO IUIATHBIE YCIIYTH;

Hymaii, mpexxae yem otrpaButs SMS, ¢poTo unu Buaeo. Tl TOYHO 3HACIIb, TA€ OHU OyIyT
B KOHEYHOM HTOre?

Heo6x0a1Mo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapTQOHa;

Vcnonb3yit aHTUBUPYCHBIE IPOrPaMMBbI 17151 MOOUJIBHBIX TEJIE(OHOB;

He 3arpyxail npuioxeHus: OT HEU3BECTHOI'O MCTOYHHUKA, BEIb OHU MOTYT COJEpPKaTh
BPEIOHOCHOE NTPOrpaMMHOE 00ecIIeYeHue;

[Tocne Toro kKak THI BBIMIEIIb C caiiTa, A€ BBOIWI JUYHYIO MHPOpPMALUIO, 3alIu B
HaCTPOWKHU Opay3epa U ynaiau cookies;

[leproanuecku npoBepsiii, KaKUe IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOMf HOMEp MOOMJIBHOTO Tesle(hOHA TONBKO JIFOSM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsiCLIb;

Bluetooth nomkeH ObITh BBIKJIIOUEH, KOTJa Thl UM HE MoJb3yelbes. He 3a0biBail uHOr 12
IIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJANMH-UTPBl - O3TO KpacoyHble, 3axXBaThIBAIOIIME pa3BICUYEHUS,
00BEIMHSAIOIINE COTHU THICSY YENIOBEK IO BceMy MHpy. VIrpoku McCCIeayoT AaHHBIH UM MUD,
00LIat0TCS IPYT C APYTOM, BBIIOJHSIOT 3aJJaHUsl, CPAYKAIOTCS C MOHCTPAaMU U MOJIY4al0T OMBIT. 3a
yJIOBOJIBCTBHUE OHM IUIATST: MOKYMAIOT JUCK, OIJIAYMBAIOT aDOHEMEHT WM MPHOOpEeTaroT Kakue-
TO OILMUU.

Bce »tM cpenctBa MIyT Ha MOAAEP)KAHME M Pa3BUTUE UIPHl, a TaKKe Ha camy
0€30MaCHOCTb: COBEPILIEHCTBYIOTCS CHUCTEMbl AaBTOPH3ALlMU, BBIIYCKAIOTCSI HOBBIE IMaT4u
(un¢poBbIe 3aIIATKU AJIS IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1mono0HbBIX WUIpax CTOMT OmacaTtbCs HE CTOJNIBKO CBOMX CONEPHUKOB, CKOJBKO KPayKu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMK OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Eciu apyroit urpok Beaet ceOs MI0X0 WM cOo3AaeT Tebe HeNPHUITHOCTH, 3a0I0KUpPYi
€ro B CIHCKE UTPOKOB;

2. Iloxanylics aAMMHHUCTpPATOpPaM UIPhI HA TUIOX0E MIOBEJEHUE ITOTO UTPOKA, JKEIATEIBHO
MPUIOKUTH KaKHE-TO JI0Ka3aTelbCTBa B BUJI€ CKPUHOB;

3. He yka3piBaii TMUHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeounanbHbIE TATYU U MOBI;

6. Mcnonp3yil clokHbIE U pa3Hble apOJIy;

7. Jlaxe BO BpeMs MIpbl HE CTOUT OTKJIIOUYaTh aHTUBUpYC. [loka ThI Wrpaems, TBON
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIINHT UM Kpayka JIMYHBIX JaHHBIX

OOBIYHOM Kpaxeil 1eHer U JOKYMEHTOB CeT0JIHA YK€ HUKOT0 HE YIUBUIIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH  3JIOYMBIIIJIEHHUKN MEPEMECTUINCh B HMHTEPHET, U IPOJOJIKAIOT
3aHUMAaThCA "JIFOOUMBIM' JI€JIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIM (UIIMHT, TJIaBHAs IIeTb
KOTOPOTO COCTOUT B MOJYyYEHUU KOHQUACHLMAIbHBIX JIaHHBIX IOJb30BaTeNIel - JIOTMHOB U
naposieil. Ha anrnmiickom si3pike phishing unraercs kak ¢ummar (ot fishing - peiOHas o,
password - mapois).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:



1. Cnenu 3a cBOMM akkayHTOM. Eciii ThI MO03peBaeiiib, 4To TBOS aHKETa ObliIa B3JIOMAaHa,
TO HEOOXOAMMO 3a0JIOKMPOBATH €€ M COOOITUThH aJMUHUCTpATOpaM pecypca 00 3TOM KaK MOXKHO
CKOpEe;

2. Ucnone3yit 6e30macHble BeO-CailThl, B TOM YHCIIE, HHTEPHET-Mara3uHoOB U IMOMCKOBBIX
CHUCTEM;

3. Mcnonb3yil cnoxxHble U pa3Hble mapoiu. TakuM oOpazom, eciu Tedsl B3JIOMAKOT, TO
37I0YMBIIIJICHHUKH MOJyYaT AOCTYH TOJIBKO K OJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Eciin Te0s B3j10Mai, TO HEOOXOAUMO MPETYNPETUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
noOaBiieHbl y T€0sl B IPY3bsIX, O TOM, YTO T€Os B3JIOMAJIM U, BO3MOXHO, OT TBOETO UMEHU OyeT
pacchlIaThes CIaM U CChUIKM Ha (DUIIMHIOBBIE CAMThI;

5. Ycranosu HazexHbli naposb (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIIIOUM COXpaHEHUe Mapoiis B Opaysepe;

7. He oTkpbIBait paiisibl U Ipyrre BIOKEHUS B MUChMAaX, Ia)Ke €CITH OHH MPUIIUTH OT TBOUX
npys3eil. Jlydine yTouHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paiibl.

[udposas penyranus

[Mudposas penyranus - TO HEraTUBHAs WM MO3UTHBHAs MH(pOpMAIMs B CETU O Tebe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B MHTEPHETE, MOXKET CEPbE3HbIM 00pa3oM
OTpa3uThCs HA TBOEU peasnbHOM xu3HU. "LludpoBas penyranusa" - 3T0 TBOW UMUK, KOTOPBIN
dopMmupyercs u3 uHpopMauu o TeOe B UHTEPHETE.

TBoe MecTo KuTenbCTBa, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapaKTepa
M paccKasbl 0 OJIN3KHX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue moJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJMKalMy JUYHON MH(pOpManuu B
WuTepHere, HE TOHUMAsi BO3MOKHBIX MOCIEICTBUM. ThI 1aXke HE CMOKELIb JOraAaThcs O TOM, YTO
dororpadus, pazMerieHHas 5 JeT Ha3a[, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommMmenTapuu, pa3menienue TBoux Gororpaduil u qpyrue AeUCcTBUs MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X YAaJauIlb. Thl HEe 3Haelllb, KTO COXPaHUI 3Ty UH(OpMAIHIO, [Toraja
JU OHA B IOMCKOBBIE CHCTEMbl M COXpPaHWJACh JIM OHA, a TJIABHOE: YTO IMOAYyMalOT O Tebe
OKpY’KalollMe JIOAU, KOTOpble HalIyT U yBUAAT 3T0. Hailtu nH(popmaiyio MHOro JIeT CIycTs
CMOXeET JIF000H - KaK U3 JOOPBIX MOOYKACHUH, TaK ¥ C HAMEPEHHUEM NIPHYUHUTH BPEl. ITO MOXKET
OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEMyTALINU:

1. Iomymaii, mpexae 4eM 4To-TO MyOJMKOBAaTh W MeEpeaaBaTh y ceds B Ojore WM B
COIIMATLHOM CETH,

2. B HacTpoiikax npoduist ycTaHOBH OrpaHHUYEHHsI Ha IPOCMOTP TBOETo MpOopuiIs U ero
COJIEP’)KUMOT0, cJIeNail ero ToJIbKO "1Isl Ipy3en';

3. He pa3memail u He yka3biBail HH(POPMALIMIO, KOTOpasi MOXKET KOT0-IMO0 OCKOpOIAThH
WJTU OOMKATh.

ABTOpCKOE TIpaBoO

CoBpeMeHHbIE HIKOJIbHUKY - aKTUBHBIE 110JIb30BaTeNU HIUPPOBOro nmpocrpancTsa. O1HaKO
JTaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOI'MMHU BO3MOYKHOCTSIMH LIM(POBOTO MHpa Tpedyer
coOI0IeHMSI TTPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uWHTeNIeKTyaqbHash COOCTBEHHOCTb' OTHOCHTCS K pa3IMYHBIM TBOPEHHIM
YeJIOBEYECKOr0 yMa, HauMHasl ¢ HOBBIX M300pETEHMI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TPOAYKTHl W YCIyrd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOQWIBMaMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MPaBa Ha WHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, JIUTEPATYpPbl U UCKyCCTBA. ABTOPCKHE ITpaBa BHICTYNAIOT B KAU€CTBE rapaHTHH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJaeT HampacHBIM, JacT €My CIpaBeJIHBbIE
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro TPy/Aad, NOJYyYUTh U3BECTHOCTb U MpPU3HAHHUE.
Huxkro Ge3 paszpernieHust aBTopa He MOKET BOCIIPOM3BOJIUTH €I0 IPOU3BEIECHUE, PACTIPOCTPAHSTS,
nyOJIMYHO JIEMOHCTPUPOBATH, MpPOAaBaTb, HUMIIOPTUPOBATH, IYCKAaTh B MPOKAT, MyOJIMYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATH B A(Hpe UK pazmeniaTsh B IHTepHeTe.



Hcnonp3oBanue "MUpaTckoro" mporpaMMHOrO 00ecreueHus] MOXKET MPUBECTH K MHOTUM
pUCKaM: OT IMOTEpHU JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKH TBOETO YCTPOWCTBA, Tl
yCTaHOBJICHA HeJlerabHas mporpamma. He cTOUT Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JETAJIbHBIC
u OecIyIaTHbIE MTPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CereBu4ok.pp - TBOW TIJIABHBIM COBETYHMK B CETH. 3J€Ch Thl MOJXKCIIb Yy3HAaTh O
0€30MaCHOCTH B CETHU IOHATHBIM U JIOCTYIHBIM $I3bIKOM, @ IPU BO3HUKHOBEHMM KPUTHUECKOM
CUTyaluu oOpaTHThCS 32 COBETOM. A TakKe MPHUHSITH Y4acTHE B KOHKYPCAaxX U CTaTb CaMbIM
U(PPOBBIM TPAKIAHUHOM !



